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exploita�on of privileged accounts and lateral 
movement throughout an enterprise. Here are some 
common issues:

Why Tradi�onal Methods No Longer Work

Tradi�onal authen�ca�on methods can present several 
challenges to agencies that may lead to ac�ve

1. Vulnerabili�es to Password-Based A�acks: 
Passwords are the most common form of 
authen�ca�on, but they can be suscep�ble to 
various a�acks including brute-force a�acks, 
dic�onary a�acks, and social engineering. Usual 
password policies designed to strengthen against 
password-based a�acks are self-damaging as they 
limit the possibility of crea�vity within passwords. 
Users are creatures of habit when it comes to 
password complexity requirements as they tend to 
u�lize easily recallable, pneumonic passwords that 
are typically found in most lexicons.

2. Lack of Strong Authen�ca�on Factors: Tradi�onal 
authen�ca�on methods o�en rely solely on 
passwords i.e., single-factor authen�ca�on. 
Single-factor authen�ca�on is less secure 
compared to mul�-factor authen�ca�on (MFA), 
which combines two or more authen�ca�on 
factors e.g., passwords, smart cards, biometrics, 
etc. The lack of strong authen�ca�on factors 
increases the risk of unauthorized access. An 
independent study conducted by Microso� shows 
just 11% of organiza�ons u�lize mul�-factor 
authen�ca�on and that it can prevent up to 99.9% 
of automated a�acks and on average 80% of 
sophis�cated cyber-a�acks such as insider threats.2

3. Creden�al Sharing and Reuse: In certain situa�ons, 
users may share creden�als or reuse passwords 
across different systems due to convenience. 
Reports have shown that 53% of people use the 
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Why Successful Zero Trust Architecture 
Requires a So�ware Solu�on that 
Trusts No One!

Tradi�onal security prac�ces and methodologies 
around enterprise authen�ca�on are outdated and 
easily bypassed. Countless enterprises have accounts 
with unrestricted permissions or users who obtain 
‘god-level’ or over privileged accounts (over privileged 
accounts)’ which are prime targets for actors with 
malicious intent. Once accessed, these accounts allow 
a bad actor to easily traverse the enterprise network 
with li�le to no detec�on or restric�on while they 
corrupt systems, steal data, maintain persistence, 
laterally move, and more.  On average, the impact of 
data breach to an agency or company within the 
United States is $4.45 million, a 15% increase over the 
last 3 years.1 

�4.45 million / avg. cost of data breach

15% increase over the last 3 years!
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 the same password across mul�ple systems and 
accounts.3  This prac�ce can significantly 
undermines security, as it becomes easier for 
a�ackers to gain unauthorized access to mul�ple 
systems by compromising a single set of 
creden�als.

4. Difficulty in Managing Access: Tradi�onal 
authen�ca�on methods o�en require 
administrators to manage user accounts and 
passwords manually. This process can be �me 
consuming, error-prone, and challenging to scale, 
par�cularly in large organiza�ons with numerous 
users and systems. It can lead to inconsistencies, 
delays in gran�ng or revoking access, and 
difficul�es in maintaining a centralized view of user 
privileges. Given the complexity of permissions 
required for a specific role to func�on, 
over-privileged accounts are created to ensure 
opera�ons flow smoothly and minimize down�me. 
Over-privileged accounts are typically created due 
to convenience or lack of knowledge of required 
permissions to effec�vely perform daily func�ons. 
Most account administrators generally err on the 
side of over-privileged accounts versus under 
privileged, giving way for actors to seize the 
opportunity to u�lize these accounts for malicious 
intent.

5. Lack of Flexibility and Interoperability: Tradi�onal 
authen�ca�on methods may not seamlessly 
integrate with modern technologies, cloud-based 
systems, or other agencies' authen�ca�on 
mechanisms. This lack of flexibility and 
interoperability can impede collabora�on, hinder 
system integra�ons, and limit the ability to adopt 
emerging security standards and technologies. 

 These legacy methods and security 
implementa�ons leave open a�ack vectors as 
newer systems and capabili�es are not integrated 
with the correct accesses.

The Latest Best Prac�ces

To combat this, federal agencies, specifically the 
Department of Defense (DOD) (per Execu�ve Order 
14028 “Improving the Na�on’s Cyber Security”) have 
pushed to move from tradi�onal security prac�ces and 
authen�ca�on protocols to a Zero Trust methodology. 
The ideology has shi�ed from “trust, but verify” to 
“never trust, always verify.” 

Zero Trust is a progressive security concept and 
framework that challenges the dated approach of 
trus�ng en��es within a network by default. In a 
tradi�onal network model, once a user or device gains 
access to the network, they are typically granted a 
certain level of trust and are able to move laterally 
within the network with rela�ve freedom. 

The fundamental principle of Zero Trust is that trust 
should not be automa�cally granted to any user, 
device, or applica�on, regardless of their loca�on or 
status within the network. Instead, it advocates for 
verifying and valida�ng each en�ty's iden�ty and 
security posture con�nuously and dynamically. This 
approach works under the assump�on that the 
network is already compromised, and it focuses on 
minimizing the poten�al damage that could result from 
a breach.

In a Zero Trust model, access control decisions are 
based on mul�ple factors, including user iden�ty, 
device health, loca�on, and other contextual 
informa�on. Rather than relying solely on a username 
and password, Zero Trust u�lizes mul�factor 
authen�ca�on (MFA) and other robust iden�ty

of people use the same
password across multiple 
systems and accounts.53�
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verifica�on methods to ensure the legi�macy of the 
user or device. Con�nuous monitoring and assessment 
of user behavior, network traffic, and applica�on 
interac�ons are also integral to the Zero Trust 
approach.

Here are some ways Zero Trust methodologies can 
enhance the security of U.S. federal government 
agency enterprise networks:  

1. Segmenta�on: Zero Trust advocates for dividing the 
network into smaller, isolated segments. Each 
segment has its own security controls and access 
policies, limi�ng lateral movement in case of a 
breach. By segmen�ng the network, the impact of 
a compromise is limited, preven�ng unauthorized 
access to sensi�ve informa�on and systems.

2. Iden�ty and Access Management (IAM): Zero Trust 
emphasizes strong authen�ca�on and restricts 
access controls. It incorporates mul�-factor 
authen�ca�on (MFA), which requires users to 
provide mul�ple creden�als to verify their iden�ty. 
Addi�onally, access is granted on a "need-to-know" 
basis, with granular access controls, reducing the 
a�ack surface and minimizing the risk of 
unauthorized access.

4. Micro-Segmenta�on and Applica�on Controls: Zero 
Trust incorporates micro-segmenta�on at the 
applica�on level, ensuring that only authorized 
users or devices can access specific applica�ons 
and services. This approach limits the lateral 
movement of threats, as each applica�on or 
service is protected by its own set of controls and 
policies. It also enables fine-grained access controls 
based on the principle of least privilege, providing 
utmost minimal access for a user or service to 
execute their role.

5. Encryp�on and Data Protec�on: Zero Trust 
methodologies emphasize the use of encryp�on 
and data protec�on techniques. By encryp�ng 
sensi�ve data both at rest and in transit, the data 
remains unintelligible and unusable to 
unauthorized individuals, even if a breach occurs. 
Data protec�on measures - such as data loss 
preven�on (DLP) and data classifica�on - are also 
implemented to safeguard sensi�ve informa�on.

6. Behavioral Analy�cs and Ar�ficial Intelligence (AI): 
Zero Trust leverages behavioral analy�cs and AI to 
detect anomalous behavior and poten�al threats. 
By monitoring user and device behavior, AI 
algorithms can iden�fy ac�vi�es that deviate from 
normal pa�erns, flagging suspicious ac�vi�es and 
poten�al security breaches. This enables proac�ve 
threat hun�ng and helps to mi�gate risks before 
they cause significant damage.

3. Con�nuous Monitoring: Zero Trust employs 
con�nuous monitoring to assess the security 
posture of the network and its components. By 
con�nuously monitoring network traffic, user 
behavior, and device health, poten�al threats can 
be detected in real-�me, allowing for immediate 
response and remedia�on. This proac�ve approach 
enhances the overall security posture of the DOD 
enterprise security networks.
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7. Incident Response and Remedia�on: Zero Trust 
methodologies emphasize incident response and 
remedia�on capabili�es. In the event of a security 
incident, having well-defined incident response 
plans and processes ensures swi� and effec�ve 
threat containment, eradica�on, and data
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 recovery. Zero Trust networks are designed with 
resiliency in mind, allowing for quick isola�on of 
affected segments and minimizing the impact on 
the overall network.

By implemen�ng these Zero Trust methodologies, the 
U.S. federal government agencies, including the 
Department of Defense, can greatly enhance the 
security structure of their enterprise security 
networks. It enables a more granular   and proac�ve 
approach to security, reducing the a�ack surface, 
limi�ng lateral movement, and improving incident 
response capabili�es. 

Without advanced authen�ca�on methodologies in 
place such as Zero Trust, the Department of Defense 
and other agencies could poten�ally face many 
challenges, such as: security breaches, insider threats, 
data loss and leakage, compromised iden��es, 
weakened audi�ng and compliance, lack of 
accountability, and reduced opera�onal capabili�es – 
all of which can be fatal to an agency’s overall mission.
 
The Department of Defense places a high priority on 
security and is a�emp�ng to deploy robust 
authen�ca�on measures to protect its networks and 
sensi�ve informa�on such as: 

1. Mul�-Factor Authen�ca�on (MFA): As previously 
men�oned, MFA combines two or more 
authen�ca�on factors to verify a user's iden�ty. 
Typically, these factors include something the user  
knows (password), something the user has 
(hardware token or mobile authen�ca�on), or 
something the user is (biometrics like fingerprints 
or facial recogni�on). Implemen�ng MFA 
significantly strengthens security by requiring 
addi�onal verifica�on beyond a weak single-factor 
password.

2. Public Key Infrastructure (PKI): PKI is a 
cryptographic system that uses public and private 
key pairs to authen�cate users and ensure secure 
communica�on. It involves issuing digital 
cer�ficates that link a user's iden�ty to their public

 key. PKI can be used to authen�cate users during 
network login processes, secure email 
communica�ons, and verify the integrity of digital 
documents.

3. Single Sign-On (SSO): SSO allows users to log in 
once with a single set of creden�als and gain access 
to mul�ple applica�ons or systems without 
re-authen�ca�on. SSO can be integrated with 
other authen�ca�on mechanisms, such as MFA or 
PKI, to provide a streamlined and secure 
authen�ca�on experience while reducing the risk 
that comes with weak passwords or repeated login 
a�empts.

4. Iden�ty and Access Management (IAM): IAM 
solu�ons help manage user iden��es, access 
privileges, and permissions. They provide 
centralized control over user accounts, 
authen�ca�on mechanisms, and authoriza�on 
policies. IAM systems can enforce strong password 
policies, monitor user ac�vity, and ensure that 
appropriate access levels are assigned based on job 
roles and responsibili�es.

5. Con�nuous Authen�ca�on: Rather than relying 
solely on a one-�me authen�ca�on event, 
con�nuous authen�ca�on analyzes ongoing user 
behavior, device characteris�cs, and other 
contextual factors to constantly verify the user's 
iden�ty. This approach helps detect anomalies and 
poten�al security threats, such as unauthorized 
access or account takeover a�empts.
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Public Key Infrastrucure (PKI)
Single Sign-On (SSO)
Iden�ty and Access
Management (IAM)
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MFGS, Inc.’s So�ware Solu�on for 
Modern Iden�ty and Access 
Management

NetIQ, available through MFGS, Inc., is an iden�ty and 
access management (IAM) tool that provides an 
overlay to tradi�onal authen�ca�on protocols and 
implementa�ons that enhances user provisioning 
func�onality, least permission methodologies, and 
implements Zero Trust policies. While NetIQ alone 
does not en�rely sa�sfy the DOD Zero Trust  Strategy 
released in October of 2022, it offers features and 
integra�ons that when combined with other MFGS, Inc. 
products, can fully sa�sfy a Zero Trust architecture.

1. Iden�ty Governance and Administra�on (IGA): 
NetIQ's IGA component helps establish strong 
iden�ty management prac�ces by providing 
centralized user provisioning, deprovisioning, and 
access request workflows. This helps organiza�ons 
enforce least privilege access, a fundamental

 principle of Zero Trust, by gran�ng access based on 
defined policies and ongoing need. By managing 
user iden��es effec�vely, IGA enhances overall 
security posture.

2. Single Sign-On (SSO): NetIQ's SSO capability 
simplifies authen�ca�on for users by enabling 
them to log in once and access mul�ple 
applica�ons seamlessly. This improves user 
experience and reduces the need for users to 
remember and manage mul�ple creden�als. While 
SSO itself is not a Zero Trust concept, it can 
interface with other NetIQ components to enforce 
strong authen�ca�on methods, such as 
mul�-factor authen�ca�on (MFA), for accessing 
sensi�ve resources.

3. Risk-based Authen�ca�on (RBA): NetIQ offers RBA 
features that enable adap�ve authen�ca�on based 
on risk factors such as user loca�on, device being 
used, and behavior pa�erns. This approach aligns 
with the principles of Zero Trust by dynamically 
evalua�ng the risk associated with each access 
a�empt and enforcing stronger authen�ca�on 
measures when necessary. For example, if a user 
a�empts to access a cri�cal resource from an 
unfamiliar loca�on, RBA may require addi�onal 
authen�ca�on factors before allowing access.

4. Mul�-Factor Authen�ca�on (MFA): NetIQ supports 
MFA, which adds an extra layer of security beyond 
tradi�onal username and password authen�ca�on. 
MFA can come in three ways: something they know 
(password), something they have (smartphone or 
hardware token), or something they are (biometric 
data). By requiring users to provide mul�ple 
authen�ca�on factors, MFA strengthens the 
authen�ca�on process and mi�gates the risk of 
creden�al the� or unauthorized access.

5. User Behavior Analy�cs (UBA): NetIQ's UBA 
component monitors and analyzes user behavior 
pa�erns, such as login �mes, loca�ons, and 
resource access pa�erns. This allows organiza�ons 
to detect anomalous ac�vi�es and poten�al 
security breaches in real-�me. By incorpora�ng 
UBA into the authen�ca�on process, organiza�ons
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Let's explore how NetIQ components can 
align with these objectives:
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 can enhance their ability to iden�fy and respond to 
suspicious or malicious behavior before any major 
damage is done, aligning with Zero Trust principles.

The successful implementa�on of NetIQ within an 
enterprise enables an efficient workforce reducing 
fric�on with adap�ve access controls. It enables easily 
managing user iden��es for a more secure, seamless 
user experience. Finally, NetIQ provides a 
comprehensive iden�ty and access management 
pla�orm ensuring secure access and governance 
across pla�orms.

The successful implementa�on in a large DOD 
customer has been able to support nearly 800,000 
users while reducing the number of global ac�ve 
directory admins from 800 to three thereby reducing 
the poten�al entry points by 99.6%.

To learn more about how NetIQ can transform your 
agency’s iden�ty and access management prac�ces, 
complete the form via this QR code and a member of 
our team will be in touch.  

About The 
Mission Dominance Model

MFGS, Inc.’s Mission Dominance Model aims to 
illustrate how each area of enterprise so�ware 
architecture interconnects to support the 
so�ware development lifecycle. The 
Foundations outer ring bolsters each of the 
phases of Plan, Build, Deliver, and Run in driving 
Mission Dominance. 

Mission Dominance in Whitepaper

NetIQ fits into the Build and Deliver phases of 
the MFGS, Inc. Mission Dominance Model. The 
model aims to illustrate how each area of 
enterprise so�ware architecture interconnects 
to support an op�mally efficient automated 
product development capability. The 
Foundations outer ring bolsters each of the 
phases of Plan, Build, Deliver, and Run in driving 
Mission Dominance.
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NETIQ reduced the 
potential entry points by 99.6�!

mfgsinc.com
linkedin.com/company/mfgs-inc
@MFGSInc

Learn more:

x100

Reduced the number of global 
active directory admins from 800 

to three. 


